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Cyber-Ark Overview

e Established in 1999, HQ Boston, US Strategic Partnerships
ORACLE’
e Offices Worldwide PARTNERNETWORK ArcSightst
© Award-wi nni ng patented Va McAfee
. @QU&LTS' ﬂ[:”‘ﬁleo
© 50% CAGR in the last 5 years
© 200 new Enterprise customers in 2010 % Micresoft

Recognized Market Leadership

AThe company has grla
from its initial start as an enterprise vault

GEnt er pr i s e Secur.i f for file and sensitive c_ontents_hgrlng to
assume a commanding position in

t he Y2018 Wibner privileged identity

fCyber-Ark has one of the largest
customer bases of the vendors included
in this Market Scope and, because of its
focus on enterpthése
largest market share by revenue by a

wide margin. 0 Garl:ner

Privileged Access Management
solutions. A

- Martin Kuppinger, 2010 -
KuPPINGER COLE

.&’ 2010 ‘J, r--mo K - Steve Copland, April 2010 1.'1'“"1.5,%':"'::1""::*';' - Ant Allan/Perry Carpenter, June 2009
\o -
& Coma ting Y ETWOR g
. A d! Q\\: Computing fiCyber-Ark is perceived as a leader in fCyber-ark is at the top of the PIM
"k waras P Security the rapidly expanding market for market, based on product maturity & the
number of customer

-Mark Diodati, 2009




Customer Snapshot

© Securing over 850 Global Enterprise
customers

o 33% of Fortune 50 eompanies
o 8 of the top 10 global banks
o .Alltop 5 banks in Canada
o 95% Renewal Rate
e Truly Global

© Customers in approximately 50
countries

Truly Global

6%

® Americas
= EMEA
m APAC

Diversified Customer Base
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Soluti on

Suil t es

Sensitive Information
Management Suite

" Governed File
Transfer Suite

VaultE

Privileged Identity
Management Suite

Vaul t E

ManagerE

ManagerE

Privileged Session
Management Suite

PSM for Servers

PSM for Databases

PSM for Virtualization
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Privileged Accounts Give System-Wide Access

N48% of data breaches were caused by privileged misuseo

Proactively manage privileged access to prevent such attacks

© Who has access to privileged accounts?
® Administrators
Contractors; Cloud Service Providers
DBAs

Sy —

® © © @©

" 3
Terminated Employees e st
Applications A Glaring Lesson In Shared
Passwords
. - Vodafone's embarrassing breach should serve as a wake
E Il fi terprises that al inthed
o Why are these breaches happening* up call forenterprises thal also engage inthe dangsrous
© Shal’ed account Usage _ Jan 27,2011 0313 PM | 1 Commen ts Penn Mutual Says Employee
threa_t -i 0 i : :i i By Ericka Chickewski, Contributing Writer = =
© Excessive privilege ko s T— gllllj%t:(tml-:z\:%g’::closed
© ﬁ H i d d e n / S I e e p i n g (llﬂl'drﬂdm PHRRW“I“{'I, mh{‘l' Cl'iﬁl"ﬂl “llgﬂ Rogue workergained unauthorized access to
© Non-existent/unenforced Found in Cisco UVC Software e
by Dennis Fisher Mar 09, 2011 | 03:46 PM | 0 Comments
access controls : NETWORKWORLD
T

e Infrequent replacement of credentials Hackers get access to New Jersey school data system

Wil the adminisiralive password, infruders could have seénl bogus emengency nolificalions bo panenls

By fpbert McldiTan, 3 Mews Serice
2d, 2001 0750 PMET




Key Drivers for Privileged Account and Session Management

Insider Threats Risk and Compliance

|v -~ - "
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Crime cost silMda$h2Mr prege yfermaoa mp® r
Ponemon Institute, First Annual Cost of Cyber Crime Study, July 2010




Cyber-Ark Privileged Identity & Session Management

Improving Your Security Posture With A Preventative Approach

h T
Securing Critical
Applications

Protecting &
Isolating Sensitive
Assets

Continuous
Activity Monitoring
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PRIVILEGED IDENTITY
MANAGEMENT




Privileged Identity Management Suite v.6.0

@

External Vendors

PIM Portal/Web Access 4}
Management
Enterpris¢ Application £ gn.pemand - %
. ) stems
pasS\NOI‘d |dentltyTM Pri‘"legeﬁq y
vault® vanager Manager
‘} Monitoring & SIEM
Applications
Central Policy Manager
. . Enterprise
Secure Digital Vault 4}

IT Personnel

Auditors

Developers & DBAs

Any Device, Any Datacenter = On Premise, Managed, Hested or Iln The Cloud
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Unified Workflows for Accessing Privileged Accounts

(*}-
. m P
HI™ L‘_,,«&
Unix Admins Wind(_)ws DBAs VM Admins External Business Auditor/
Admins Vendors Applications Security & Risk

OPM EPV AIM Monitoring & Reporting
Workflow Workflow Workflow Workflow

Privileged ldentity
Management Suite

Virtual  Unix /Linux ~ Windows  iSeries zSeries  Databases Applications Network  Security
Servers Servers Servers  Mainframes Mainframes Devices  Appliances




Enterprise Password Vault: Preventing Threats, Improving Productivity

Who is accessing critical information assets?

Ticketing Application

Johnds acce
personalized and reason
IS entered

o Automatically replac¢ =
© Protection from teri | == N

© x Jenny eieshadininprecei ickePAE transparently
needs to handle. connects without seeing

x Thereds a ptrohll e mhePassworg ¢
machines and he needs to instaf-a-patch to fix
it which requires administrator access

' on

\v

Reason install Application X4




EPV: Better Visibility & Control for Managers

Where do all my privileged accounts exist?

=l eave emply fo search all In Safe _ Go

oM

&\ 1of 1CPMsis active

é‘_\,EBS accounts are managed by the CPM
ﬁ_\.,?_ﬁ? accounts are disabled by users
&Nn accounts are disabled by the CPM

Policy Enforcement Status

o Valid policies

@ Policies with errors

D Accounts not assodated with a policy

4 aged devices a
qd Ico lian
i ocal dm|
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