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COMPANY  
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Established in 1999, HQ Boston, US 

Offices Worldwide  

Award-winning patented Vaulting TechnologyÈ 

50% CAGR in the last 5 years 

200 new Enterprise customers in 2010 

 

 

 

 

 

Cyber-Ark Overview 

Strategic Partnerships 

óEnterprise Security Solution of 

the Yearô 2010 Winner 

ñThe company has gradually expanded 

from its initial start as an enterprise vault 

for file and sensitive content sharing to 

assume a commanding position in 

privileged identity management (PIM)ò 

 

- Steve Copland, April 2010 

ñCyber-Ark has one of the largest 

customer bases of the vendors included 

in this Market Scope and, because of its 

focus on enterprise customers é the 

largest market share by revenue by a 

wide margin.ò 

 

- Ant Allan/Perry Carpenter, June 2009 

ñCyber-Ark is perceived as a leader in 

the rapidly expanding market for 

Privileged Access Management 

solutions.ñ 

 

- Martin Kuppinger, 2010 

ñCyber-ark is at the top of the PIM 

market, based on product maturity & the 

number of customer deploymentsò 

 

-Mark Diodati, 2009 

 

Recognized Market Leadership 
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Diversified Customer Base Securing over 850 Global Enterprise 

customers 

33% of Fortune 50 companies 

8 of the top 10 global banks 

All top 5 banks in Canada 

95% Renewal Rate 

Truly Global 

Customers in approximately 50 

countries 

Customer Snapshot 
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Truly Global 

54% 40% 

6% 

Americas

EMEA

APAC

Communications & Media 

Financial Services 

Pharmaceuticals 

Energy & Utilities 

Other Industries 

http://images.google.com/imgres?imgurl=http://www.sandrahaswell.com/images/pe_logo.gif&imgrefurl=http://www.sandrahaswell.com/utilities.htm&h=43&w=122&sz=2&hl=en&start=5&tbnid=QTONvMDB0I_fwM:&tbnh=31&tbnw=89&prev=/images?q=peoples+energy+logo&svnum=10&hl=en&lr=
http://aaaprod.gsfc.nasa.gov/Project/public_html-NASA/nasa-logo.gif


Cyber-Arkôs Solution Suites 
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Sensitive Information 

Management Suite 
Privileged Identity 

Management Suite 

Privileged Session 

Management Suite 

Enterprise Password 

VaultÈ 

Application Identity 

ManagerÊ 

On-Demand Privileges 

ManagerÊ 

PSM for Servers 

PSM for Databases 

PSM for Virtualization 

Governed File 

Transfer Suite 

Sensitive Document 

VaultÊ 



TODAYôS SECURITY 

CHALLENGES 
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Who has access to privileged accounts? 

Administrators 

Contractors; Cloud Service Providers 

DBAs 

Terminated Employees 

Applications 

 

Why are these breaches happening? 

Shared account usage 

Excessive privilege 

ñHidden/Sleepingò accounts 

Non-existent/unenforced  

access controls 

Infrequent replacement of credentials 

 

 

 

Privileged Accounts Give System-Wide Access 

 

8 * Verizon, 2010 Data Breach Investigations Report 

ñ48% of data breaches were caused by privileged misuseò  

Proactively manage privileged access to prevent such attacks 



Key Drivers for Privileged Account and Session Management 

Insider Threats Risk and Compliance 

Moving to the Cloud 

> Insiders have 2 things hackers donôt: 
access and trust 

> Malicious insider attacks can take up to 
42 days or more to resolve  
(Ponemon Institute, July 2010) 

> Compliance and audit questions are going 
deeper and wider 

> On average, non-compliance cost is 2.65 
times the cost of compliance  
(Ponemon Insititute, The True Cost of Compliance, Jan 2011) 

> CIO Survey: Security is the single 
biggest barrier to cloud computing 
adoption 

> Migrating to the cloud means losing 
control over the human factor 

Advanced Persistent Threats 

> Better planned, sophisticated and 
targeted attacks 

> Targeting the most valuable assets 

> Go after the most powerful privileged 
system accounts 

Create full accountability 

 & access control 

ñCyber Crime costs can range from $1M to $52M per year per companyò 

 Ponemon Institute, First Annual Cost of Cyber Crime Study, July 2010 

Provide proof on privileged activity 

Securely migrate to the Cloud with 

control & visibility 
Secure privileged accounts & isolate 

privileged sessions 
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Cyber-Ark Privileged Identity & Session Management 
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Improving Your Security Posture With A Preventative Approach 

Continuous  
Activity Monitoring 

Privileged  
Access Control 

Securing Critical 
Applications 

Protecting & 
Isolating Sensitive 

Assets 



PRIVILEGED IDENTITY 

MANAGEMENT 

 

 

11 



Privileged Identity Management Suite v.6.0 
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PIM Portal/Web Access 

Secure Digital VaultÊ 

Central Policy Manager  

Monitoring & SIEM 

Applications 

Ticketing 

 Systems 

Identity 

Management External Vendors 

IT Personnel 

Auditors 

Developers & DBAs 

Enterprise 

Directory and more 



Unified Workflows for Accessing Privileged Accounts 
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External 

Vendors 

Unix Admins Business 

Applications 
Auditor/ 

Security & Risk 

Privileged Identity 

Management Suite 

Network 

Devices 
Virtual 

Servers 

Windows 

Windows 

Servers 

Unix 

Linux 

Unix /Linux 

Servers 

AS400 

iSeries 

Mainframes 

Databases Applications Security 

Appliances 

OS390 

zSeries 

Mainframes 

AIM 

Workflow 

Windows  

Admins 
DBAs VM Admins 

SSH / X / Telnet 

OPM 

Workflow 

AIM  

Workflow 
EPV 

Workflow 
Monitoring & Reporting 

Workflow 



Enterprise Password Vault: Preventing Threats, Improving Productivity 

14 

Windows Server 

The result? A preventative approach that: 

Secures privileged credentials  

Gives you full control over access  

Ticketing integration; approval workflow 

Personalizes usage 

Automatically replaces credentials on a periodic basis (policy driven) 

Protection from terminated employees & 3rd parties 

Generates better productivity & shorter time to resolution 

 

Who is accessing critical information assets? 

John requests 

managerial approval to 

retrieve password 

and transparently 

connects without seeing 

the password 

Johnôs access is logged, 

personalized and reason 

is entered 

× John, the IT admin, receives a ticket he 

needs to handle. 

× Thereôs a problem on the Windows 

machines and he needs to install a patch to fix 

it which requires administrator access 

Ticketing Application 



EPV: Better Visibility & Control for Managers 
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When was the account accessed and why? Where do all my privileged accounts exist? 

 

Auto-discovery automatically detects unmanaged devices and 

service accounts for operational efficiency and full compliancy 

Automatically manage hundreds of thousands of local admin 

accounts 

 


